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Secure Employee Web Filtering Gateway Appliances

CyBlock Employee Web Filtering Gateway appliances provide advanced Web filtering, threat protection, secure guest Wi-Fi
with captive portal, and customized reporting capabilities, such as Operational, Strategic, and Analytical reporting, utilizing
Smart Engine analytics.
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» Configure policy exceptions for different users and groups. Faermame: [Fiter Policy A * B siocked M Alowed
« Use white & black lists to restrict or allow access to certain sites. “| anaae Mondays Fiter:
MON

 Limit users’ time online by hour and day of the week.

* Identify potential guest Wi-Fi risks.

* Monitor unmanaged devices with captive portal.

* Gain advanced threat protection.

* Inspect or “tunnel” HTTPS by Web site, category, or user ID.

[} Apply to entire week. Selection Mode:
* ldentify and stay ahead of a growing number of malware sites. [ roplvto all dlockea categorizs. ) Hourty © HalfHourly
Comprehensive Employee Reporting
Top Users
: » Show activity by entire organization, groups, users, and
categories.
- * Get accurate, actionable, manager-ready detailed reports.

» View snapshots of Web activity with drill-down capability,
identifying top Internet consumers.

» View trends and comparisons in Web activity.

» Easily distribute reports manually or schedule for automatic
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. & e &g FoE LSS use.
J23, 2017 Jut 30, 2017 b » Comply with government and industry regulations such as CIPA

and HIPAA.
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Smart Engine with Machine-Learning Analytics
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* Makes technical data easy to consume and manager-ready. Countoxmi  Date Time Category Name Sie Vich Peae
1) 10.10.30.99 Jul 27, 2016 8:35:43 PM Video Streaming 232B | hitp//youtube.com/fido-1/66320-17c atals
1 1 [2) 10.10.30.99 Jul 27, 2016 6:36:32 PM Video Streaming 25K hitp:/y cutube.com/fido- 1/numitm- 10/262]
° Analyzes Iarge V0|umes Of data over Iong perIOdS Of tlme 3) 10.10.30.99 Jul 27, 2016 6:39:11 PM  Video Streaming 82K hitp://y outube.com/fido- 1/1966609-39600
. . . . . 4) 10.10.30.99 Jul 27, 2016 £:39:43 PM Video Streaming 126 B || hitp:/fvoutube.com/fido- 1/2626561-1
* Provides rap|d and superior data |ns|ghtsl 5) 10103089 Jul 27,2016 6:40:35 PM Video Streaming 145 | hitp/youtube com/fido-numim- 101262
6) 10.10.30 99 Jul 27, 2016 6:41:13 PM  Search Engines 16K apcount?u:
. . . . 7) 10.10.30 99 Jul 27, 2016 6:41:13 PM  Search Engines 12.8 K | http:/hwww algonet se/~lewa'bbw htm|
» Tags associate related domains with friendly names. 5 1010088 Ju27 2016 5.4123 P Search Engies 1758
9) 10.10.30.99 Jul 27, 2016 6:43:05 PM IT Services 24K http://hem passagen. seflewallewhtml
10) 10.10.30.99 Jul 27, 2016 6:43.14 PM |T Services 32K hitp://hem.passagen.se/lewalew.htm|
1) 10.10.30.99 Jul 27, 2016 6:46:32 PM Search Engines 18K hitp://wwiw algonet.se/- hinf
12) 10.10.30.99 Jul 27, 2016 6:46:37 PM Search Engines 1548 ttp:/vwviv.al apcount?u
13) 10.10.30.99 Jul 27, 2016 6:47:40 PM  Social Media 9328 || F- i/ in.com/fide- 1/numref-6/135|
14) 10.10.30 99 Jul 27, 2016 6:47:48 PM High Tech 53K hitp://hpcc920 external hp com/
15) 10.10.30 99 Jul 27, 2016 6:47:59 PM High Tech 2268 | hitp:/wviw hp com/
16) 10.10.30 99 Jul 27, 2016 6:48:06 PM  Social Media 67 3 K || F-hitp:Minkedin com/fido-1/numitm-10/13|
17) 10.10.30 99 Jul 27, 2016 6:48:24 PM Education/Reference 22.8 K § hitp:/Awww.info.c orneil.
18) 10.10.30 .99 Jul 27, 2016 6:52:15 PM ference 163 8B nell. htr
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Bandwidth Management

» Trigger alerts and throttle bandwidth.
» Set byte usage threshold limits.

* Cap or block nonessential bandwidth.
* |dentify bandwidth hogs in real time.

* Monitor current employee bandwidth consumption. o 11
* Get alerts and e-mail notifications when bandwidth thresholds CEC

— Enterprise — Next Threshold — Current Threshold

are exceeded.

Technical Specifications
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MODEL COMPARISON

MINI APPLIANCE APPLIANCE
Form Factor Tabletop/Wall Mount 1U Rack
Processor Intel® 2.00 GHz Intel® 2.90 GHz
Memory 4GB 6 GB
Storage 32 GB SSD 250 GB SSD
Dimensions (in.) 6.8x1.6x5.1 16.8x1.7x14.0
Weight (Ib.) 24 12.8
Network Interface 2 x 1 Gigabit 2 x 1 Gigabit
Ethernet Bypass Hardware No Yes
Concurrent Users 1-500 500-10,000
Fanless Design Yes No

Subscription Service

* U.S.-based Wavecrest Technical
Support Programs available

* Continuous URL List updates

* Free product upgrades

* Hardware warranty with replacement
unit shipped next business day

» 30-day money-back guarantee

www.wavecrest.net

Network Configuration

In an inline installation, the mini/
appliance works as a device between
your internal network and the Internet.
Internet traffic flows through it
transparently. In a proxy configuration,
traffic is sent to the mini/appliance

as proxy requests where HTTP and
HTTPS requests, content type, and
more are blocked and monitored.
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